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What’s New in
 February

We have launched a new weekly 
cybersecurity training tip email 
program.  In January the Depart-
ment of Homeland Security asked 
IT providers to review and step up 
their security protocols.  Since the 
criminals are now targeting people 
more than hacking into systems, we 
felt one of the best ways to accom-
plish this is to educate computer 
users on how to identify and handle 
security threats.  If you are not 
already receiving this FREE weekly 
security tip, please call or email us 
to be added to the list.  

You Shouldn’t Trust Your Backups! But 
You Should Get Them VERIFIED
Ronald Reagan said it about the Russians, and it applies to your 
practice’s data backups: “Trust... but VERIFY.”

If you’re reading this right now and your backups give you a nice green 
checkmark or a “Success!” email, and you haven’t had anyone fully 
check them, I’ve got some bad news for you: unless you’ve had those 
backups VERIFIED, they can’t be trusted. You could be in a situation 
where your backups could be silently failing or giving a “false posi-
tive” without you knowing it, a situation all too common.

Backup verification is a multi-step process. First, 
you have to verify all the data is identical to the 
“live” server. If a backup failed to copy correctly 
and it didn’t warn you, how would you know? Your 
tapes could be blank, or filled with corrupted data, 
and the only way to know for sure is to check.

Second, you have to make sure you can restore. 
You may have a situation where the data copied correctly, but isn’t in a 
format that can be restored. The disk could have errors or be damaged, 
or the backup could be missing core files or configurations. By actually 
rebuilding a Server with the data, you can prove that it is all there and 
working, beyond a shadow of a 
doubt.

Even if everything else is config-
ured correctly, systems that use 
databases (like almost all EHR and 
Practice Management Systems) 
require special care. If, as an ama-
teur would do, you simply copy the 
files, your backup will fail, and it will 
never warn you, because it will look 
like it succeeds. It won’t be until 
the day you try to restore that you find that your database is corrupt-
ed and unreadable, requiring costly DB repair services and upwards 
of weeks of downtime – if the data can be recovered at all! Backup 
verification can discover these issues before they become a disaster.

Continued on page 2...
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.. continued from cover

If you’re currently rotating a set of 
disks or tapes, taking one home… 
is your backup encrypted? Do you 
know for certain it is? Has anyone 
tested and verified the encryp-
tion? Not only that, but how often 
are drives rotated? All too often, 
we find such a situation where a 
business owner believes the drives 
are rotated daily, but the staff 
member in charge isn’t doing it. 
What does that mean? If there was 
a fire, flood, or theft, there would 
be no recovery – everything would 
be lost.

“What about Carbonite, Crashplan 
or other Cloud Backups?” These 
can suffer from data corruption or 
database configuration issues just 
like a tape or disk system. Even if 
you have cloud backups that are 
configured directly, a situation like 
server hardware failure or ransom-
ware can be far more costly than 
it seems. For an average-sized 
practice, your data could take 

upwards of eight hours or more 
to download from a cloud service! 
After that, you then need an IT 
professional to spend upwards of 
four to eight hours of time to set 
your system backup, restore those 
backups properly, reconnect all the 
computers, etc. Basically, consider 
having no computers – no X-Rays, 
no electronic insurance claims, no 
patient charts, nothing – for two 
full business days, minimum. How 
many thousands of dollars would 
that cost you? How much trust 
would you lose from your patients, 
having to send them home?

As an example, Bridge IT Support 
recently went in to a dentist office 
in the West Michigan area. They 
thought the backups were rock 
solid – every day, they got an 
email that said it was successful, 
and the office manager was duti-
fully swapping the disks. When we 
attempted to verify, we found that 
the backups actually contained 
no practice data at all! The basic 
“Windows” operating system was 

backed up, but the disks were 
completely missing their medical 
records, charts, and X-Ray imag-
es. The kicker was that this was a 
Server that was only 3 months old, 
and we verified that the backups 
were simply set up wrong at that 
point.

Don’t let it happen to you. Bridge 
IT Support can set you up with a 
secure, managed, disaster recov-
ery and business continuity solu-
tion, rather than relying on fallible 
backup tapes. Call today.

Dentrix users!  
Now that your office is running 
Windows 10 and Dentrix, does 
it seem a little sluggish at times?  
After working with Dentrix on 
this for several offices, they sug-
gest the best way to remedy this 
is to leave “Patient Chart” open.  
Do not close it each time and re-

start between patients. 
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Security Byte:
Secure Boot

This is a technology built in to mod-
ern computers and in to Windows 
that makes it so a computer can only 
boot into Microsoft Windows – and 
not into, say, a virus that is trying to 
take over the computer. Bridge IT 
Support enables Secure Boot on all 
new computers sold running 64-bit 
operating systems.

Top 3 Ways Hackers Will Attack Your 
Network - And They Are Targeting You 

RIGHT NOW
You might read the headline of this article and think, “That has to 
be an exaggeration.” Unfortunately, it’s not. Every single day, small 
businesses are targeted by cybercriminals. These criminals look for 
vulnerable victims, then attack.

Hackers have many methods they use to break into your network, 
steal data or put you in a position where you have to pay them mon-
ey to get your data back. They use a combination of software and 
skill to make it happen. Here are three ways hackers and cybercrimi-
nals attack your network in an attempt to get what they want.

1. THEY GO THROUGH YOUR EMPLOYEES.

That’s right, they’ll use your own employees against you, and your 
employees might not even realize what’s happening. Let’s say a 
hacker gets hold of your internal email list, like the emails you have 
posted on your website or LinkedIn. All the hacker has to do is send 
an email to everyone at your company.

The email might be disguised as a message addressed from you 
asking your employees for a gift card, which is becoming an increas-
ingly common scam. Another email tactic is making a message look 
like it’s from a fellow employee, asking everyone else to open an 
attached file, which is likely malware or ransomware. 

2. THEY ATTACK YOUR NETWORK DIRECTLY.

Some hackers aren’t afraid of forced entry. Hackers and cybercrimi-
nals have access to black market tools and software that helps them 
get into networked devices – particularly unprotected networked 
devices.

For example, if you have a PC that’s connected to the Internet and 
your network doesn’t use any firewalls, data encryption or other net-
work protection software, a hacker can break in and steal data from 
that PC and potentially other devices connected to that PC, such as 
portable hard drives. 

3. THEY HOLD YOUR DATA HOSTAGE.

Hackers are relying on ransomware more and more to get what they want. Hackers rely on email, executable 
files and fraudulent web ads (such as banner ads and pop-ups) to attack networks with ransomware. All it 
takes is someone clicking a bad link or file and the next thing you know, you’re locked out of your network.

All of these points are why you need to take a hard look at IT security solutions and use them. Hackers are 
just looking for easy targets and, sadly, a lot of small businesses fit the bill. Just because you haven’t had any 
major problems yet doesn’t mean you won’t in the future. The threats are out there and they’re not going to 
go away. Invest in security, partner with an IT security firm and protect yourself. This is one investment that is 
truly worth it!
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