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Brought to you by

The West Michigan dental 
community continues to 
grow!  There are so many 
great offices that we are 
honored to be associated 
with.

Congratulations to Ada Dental Co., and 
Dr. Lindsey Vogl-Robinson on the open-
ing of their new location in downtown 
Ada.

And congratulations to Grand River Pe-
diatric Dentistry, and Dr. Meghan Condit 
and Dr. Christine Vollmar on the opening 
of their new location in Jenison.

Thank you for allowing us to serve your 
practice!

Cyber Liability Insurance and 
Coverage and Dentists

A few practices have asked about cyber insurance for their practice 
over the past few months.  We are by no means experts on insurance 
coverage, but thought a few more of you might be wondering the same 
thing, so below is an article provided by eAssist Dental Solutions that 
does a pretty good job of explaining:

Cyber criminals steal patient information 
from clinics, such as health histories, birth-
dates, banking information, credit card 
information, etc. (“Dental Practice Cyber 
Risk – Exposures & Protections” 2017; Ober-
man 2015). They utilize a variety of meth-
ods, such as utilizing malware to steal “the 
practice’s online banking user credentials,” 
using ransomware, “which is software that 
locks [the person’s] data and charges (‘extortion’) for a key to unlock 
the data,” and much more (“Dental Practice Cyber Risk – Exposures & 
Protections” 2017). They can use this information for profit by selling it 
“for a premium on the black market…” (Mearian 2016). Upon losing this 
information to them, dentists must pay high fines and penalties from 
the Health Insurance Portability and Accountability Act (HIPAA) and 
their state (Oberman 2015). On top of that, their patients may sue them 
(Oberman 2015). Clinics must encrypt their data on their computers 
and train their employees on preventing cybercrimes (Oberman 2015). 
However, when cybercrimes occur, cyber liability insurance policies 
help cover the costs related to these situations.

Cyber liability insurance covers a variety of items and events when 
dealing with the aftermath of cybercrime. Business insurance policies 
usually do not pay for incidents related to cybercrimes (“Cyber Liability 
/ Data Breach Insurance”). Consequently, clinics must enroll into cy-
ber liability insurance separately so that their policy could “cover the 
cost of investigating a theft, compensate the insured for all state and 
federal fines and penalties imposed, and fund all related lawsuits and 
legal fees, thus relieving the dentist of the financial and time burdens 
imposed by the security breach” (“Cyber Liability / Data Breach Insur-
ance;” Oberman 2015). 
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Security Byte: Patching & Updates

Microsoft releases new patches (program updates) to fix security holes in Windows on a regular basis – sometimes multiple 
times per week! Leaving these holes unpatched can leave you vulnerable. By that same token, many third-party runtimes do 
the same. Web Browsers like Chrome and software like Adobe Reader, Flash Player, and Java are needed to visit a good por-
tion of the Internet, and can all be vulnerable if out of date. Bridge IT Support’s monthly programs ensure all this software is 
current, and we constantly monitor for any problems with these patches to keep your practice running smoothly and securely. 
Patching is included in our Maintenance, Proactive Managed, & Full Service plans.  It is NOT included in the antivirus only 
plan.  

It’s not only computers that need patches – devices like Firewalls and Wi-Fi Routers need updates 
too! Bridge IT Support monitors for updates for Maintenance clients and also installs them proac-
tively for our Proactive Managed & Full Service clients.

... Continued from pg 1

Also, dentists may possess Cyber 
Liability coverage from their Den-
tal Professional Liability Insurance 
(Insurance Innovations 2016). With 
this coverage, dentists also may 
not have to worry about the costs 
related “to [notifying] third parties 
(e.g. patients) that their private 
medical information has been 
breached or compromised” (Insur-
ance Innovations 2016). In addition, 
policies usually limit coverage of 
credit monitoring services up “to 

12 months from the date of enroll-
ment in such services” (Insurance 
Innovations 2016). Regarding 
information stolen by cyber crim-
inals, cyber liability insurance 
“covers expenses to recover and/
or replace data that is compro-
mised, damaged, lost, erased, or 
corrupted” (“Cyber Liability / Data 
Breach Insurance”). Other aspects 
of cyber liability coverage include 
events of copyright or trademark 
infringement, libel, slander, cyber 
extortion, and cyber terrorism (In-
surance Innovations 2016).

Cyber liability insurance can al-
leviate the costs related to cy-
bercrimes for dentists. They can 
cover many of their expenses so 
that dentists do not have to worry 
about spending too much of their 
budget. Albeit, beneficiaries still 
need to make their practice se-
cure from cyber criminals because 
they not only need to “comply with 
requirements established by the 
insurance companies,” but also 
protect their patients’ information 
and privacy (Lenok 2016).
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